NHOOPMALUMOHHAA NMAMATKA
1A OBYYAROLLUNXCA

C kaxgblM rogoM MOMoOAEXU B MHTEPHETE CTaHOBUTbCH Oonblue, a LWKOMbHWKA O4HU U3
camblX aKTMBHbIX norib3oBatenen PyHeta. Mexagy Tem, MOMUMO OrpoOMHOrO Kosfimyectsa
BO3MOXHOCTEN, WHTEPHET HeceT W npobnembl. JTa nNamsaTka [OMKHA NOMoYb Tebe
6e30nacHO Haxo4uTbCs B CETWU.

KomMnbloTepHble BUPYChI

KoMMblOTEpPHbLIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamm, OTIIMYUTESNbHON
0COBEHHOCTLIO KOTOPOKM SIBASIETCA CNOCOOHOCTb K pa3MHOXeEHU0. B 4ONOnHEHne K aTomy,
BUPYCbl MOryT MOBPEAUTb WM MNOSIHOCTBK YHUYTOXWUTbL BCe annbl U [aHHble,
MOAKOHTPOSbHbIE MOMb30BaTEND, OT WMMEHW KOoToporo Obina 3anylieHa 3apakeHHasd
nporpamma, a Takke NnoBpeanTb Unu gaxe YHUYTOXUTb ONepaumMoHHY0 CUCTEMY CO BCEMU
dannamu B Lenom. B 6onblUMHCTBE CriydaeB pacnpoOCTPaHATCA BUPYCbl YEPE3 UHTEPHET.
MeToapb! 3alwnTbl OT BPEAOHOCHLIX NPOrpaMmm:

1. Vcnonb3yin COBpPEMEHHbIE OnepauuoHHbIE CUCTEMbI, UMEKLLME Cepbe3HbI YPOBEHb
3aWmThbl OT BPEOOHOCHbIX Nporpamm;

2. TlocTosiHHO ycTaHaBnuBam nadtnm (UMGPOBbIE 3annaTku, KOTOpble aBTOMAaTUYECKM
yCTaHaBNUBaKTCA C LUenbd JopaboTku nporpaMmmbl) M gpyrme OOGHOBMEHUS CBOEW
onepaumoHHon cuctembl. CkaumBam Mx TONbKO C oduumanbHoro canta paspabotumka OC.
Ecnu cywecTtByeT pexvm aBToMaTtuyeckoro OGHOBMEHNS, BKIOYM €rO;

3. PaboTtan Ha cBoeM KoMMblOTEPE MOA NMpaBaMu MNONb3oBaTend, a He agMUHUCTpaTopa.
OTO He No3BONUT BGONbLUMHCTBY BPEAOHOCHBLIX MPOrpamMMm MHCTaNIMpPoOBaTbCs HA TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Ncnonb3y aHTUBMPYCHble NpOorpaMMHble MPOAYKTbI U3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcknm obHoBneHnem 6as;

5. OrpaHnyb unanyecknin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NnL;

6. Vicnonb3yn BHewWHWe HocuTenu uHopmauumn, Taknme Kak dpriewka, AMcK unm gann ua
WHTEpPHeTa, TOSbKO N3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbIiBan KOMMblOTEPHbIE ddannbl, NOMyYEeHHbIE U3 HEHaLEeXHbIX NCTOYHUKOB. [axe
Te dpannbl, KOTOpble Npucran TBOW 3HAaKOMbIW. Jlydlwe yTOYHM Yy Hero, OTnpaBrisn nu OH
Tebe unx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepegayn gaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6perHa, mapka. Eue B
1991 rogy HugepnaHackas komnaHusa 3apernctpuposana 6perng "WECA", yto o60o3Havano
cnosocoyeTaHune "Wireless Fidelity", koTopbin nepeBogMTca Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHun powrna pJpyrasg abbpesuaTypa, KOTOpas SBNSETCA Takon Xe
TexHonorven. 9710 abbpesuatypa "Wi-Fi". Takoe Ha3BaHue ObiNO A4aHO C HaMEKOM Ha
cTaHgapT BbicLen 3ByKOBOM TexHUKM Hi-Fi, 4To B nepeBofe o3HavaeT "BbiCoKad TOYHOCTL".
[a, 6ecnnaTtHbIi UHTEPHET-AOCTYN B Kade, OTeNsax M asponopTtax SABASETCA OTIMYHOWN
BO3MOXHOCTbIO BbiXx04a B MHTEPHET. HO MHOrne akcnepTbl CHUTAOT, YTO O6LLEeQOCTYNHbIE
Wi-Fi ceTn He siBngatoTca 6e3onacHbIMK.

CoseTbl N0 6e3onacHocTn paboTbl B 06LwenocTynHbix cetax Wi-fi:



1. He nepegasan cBOO NUYHYI0 MHopMauuo Yepes obwenoctynHele Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naposnn AOCTyNa, JIOrMHbl U Kakne-To Homepa;

2. Ucnonb3yn n oBGHOBNSM aHTMBMPYCHbIE MporpaMmmbl U GpaHamayep. Tem cambiM Thbl
oGe3onacub cebs OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;

3. Mpwn ncnonssosanun Wi-Fi otkntoum yHkumio "O6Lwmin gocTyn K channam n npuHTepam”.
[aHHasa PyHKUMA 3aKpbiTa NO YMOMYaHUIO, OQHAKO HEKOTOPbIE NMOMb30BaTENN aKTUBUPYIOT
ee ons ynobcTtea ncnonb3oBaHus B pabote nnm yyete;

4. He ucnonb3yn nyonuynbii WI-FI gna nepegaym nuyHbIX aHHbIX, HANpMMep Ans Bbixo4a
B coLMarnbHble CETU UNN B SNEKTPOHHYIO NOYTY;

5. Ncnonb3yn TONMbKO 3aluwieHHoe coeauHeHue 4yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoumn dyHkumto "lMogkntoyenne k Wi-Fi aBTomaTtnyeckun”. He
Aonyckan aBToMaTU4eCcKoro noakniodeHnsa ycrponctea k cetam Wi-Fi 6e3 TBoero cornacusi.
CouuanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOLAT B HaLy XU3Hb, MHOrMe ntoan paboTalT M XUBYT Tam
NOCTOSIHHO, @ B Facebook yxe 3apernctpupoBaH Munnuapg 4YenoBekK, YTO ABNSeTCs O4HON
ceabMoK BCex xutenen nnaHetol. MHOrne nonb3oBaTenu He NOHUMALOT, YTO MHOPMaUNS,
pasMeLleHHass UMW B cOUManbHbIX CETSX, MOXET ObiTb HangeHa M MCNoSfib3oBaHa KeEM
YyrogHo, B TOM 4Mcre He 0b6s13aTenbHO ¢ 6narmmm HamepeHnsiMu.

OcHoBHble coBeTbl N0 6e30MacHOCTM B coLMarnbHbIX CETSX:

1. OrpaHuyb cnucok apysen. Y 1ebsa B Apy3bsx HE AOMKHO ObITb CriyvyarHbIX N HE3HAKOMbIX
nogen;

2. 3awmilan cBOK YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBoero
POXOEHUS U APYIYH NIUYHY0 MHOPMaLMIO. 3rOYMbILLNIEHHUKNU MOTYT UCNOSb30BaTh Aaxe
NHOPMaLMIO O TOM, Kak Tbl U TBOWM pOAUTENM NaHNPyeTe NPOBECTU KaHUKYIbI;

3. Bawmian cBoK penyTauuio - AepXu ee B YNCTOTe M 3adaBan cebe Bonpoc: XoTen Obl
Tbl, YTOObLI Apyrne nosfib3oBaTtenu BuAenun, YTo Thl 3arpyxaewbs? [Mogyman, npexne yem
YTO-TO OnNybriMkoBaTb, HANUCaTb U 3arpy3unThb;

4. Ecnn Tbl rOBOPULLbL C NIOABMU, KOTOPbIX HE 3Haellb, HE UCMOMb3Yy CBOE pearibHoe MMSA U
APYTYIO JIMYHYI0 MHpOpMaLMK: UMHA, MECTO XUTEMNbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelueHna cotorpadun B VIHTEpHeTE, rae Tbl n3obpakeH Ha MeCTHOCTU, No
KOTOPOM MOXHO OnpeaenuTb TBOE MECTOMOSIOXKEHNE;

6. lMpu pernctpaumm B couumanbHOM CeTU HeobXoOQMMO WUCMOMb30BaTb CIOXHbIE NapPOIN,
cocrosime u3 6yks 1 UMGP U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOW CeTu, MOYTbl U APYrMX CanToB HeOoBXOoOAMMO WCMONb30BaThb pasHble
naponu. Torga ecnu Tebs B3MOMAalOT, TO 3MOYMbILWMEHHUKA MNofnyyYaT AOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbLIN

OnEeKTPOHHbIE OeHbMM - 3TO O4YeHb YAOOHLIN crnocob nnatexen, OOHAKO CyLLECTBYHOT
MOLLUEHHUKWN, KOTOPbIE XOTAT NOSTYYUTb 3TN AEHbIN.

OnNEKTPOHHbIE OeHblM MOSIBUIIMCb COBCEM HEOABHO W UMEHHO W3-3a 3TOr0 BO MHOMMX
rocygapcTtaax 4o CUX Nop He NponMcaHo NPo HUX B 3aKOHaX.

B Poccum e oHM OYHKUMOHMPYIOT 1 O HUX Y>Ke MPONMCaHo B 3aKOHe, rae Ux pasgenstoT Ha
HECKOJSTbKO BUOOB - aHOHUMHbIE U HE aHOHMMHbIEe. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te,



B KOTOpbIX paspeluaeTcd npoBoauTb onepauun 6e3 naeHtudukaunum nonb3oBaTtens, a B
HeaHOHUMHbIX MAEHTUdMKaLUMS Nonb3oBaTens asnseTcs oba3aTenbHON.

Takke cnegyeT pasnuyaTb 3MEKTPOHHblE puaTHble AeHbrn (paBHbI roOCyAapCTBEHHbLIM
BasntoTaM) M ANEKTPOHHbIE He(UaTHbIE AEHbIMN (HE paBHbl rOCY4apCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NeKTPOHHbIMU AeHbramu:

1. MNpuBskn K cHeTy MOBUNbHBIN TenedoH. ATO cambll YOOOHbLIN U ObICTPLIA CNOCO6
BOCCTaHOBMUTb JOCTYynN K cyeTy. [puBs3aHHbIn TeneoH NOMOXeT, ecnu 3abyaellb CBOW
nnaTeXxHbIW Naposib Ny 3anjellb Ha CanT C HE3HAaKOMOrO YCTPOUCTBA;

2. Ncnonb3yn ogHopasoBble naponu. locne nepexoda Ha ycuneHHyt asTopmsauuio tebe
yXe He ByaeT yrpoXxaTb ONacHOCTb KpaXku UIu nepexsara niaTexHoro napons;

3. Bbibepu cnoxHbeii naponb. NpecTynHukam GygeT He MpoCTO yragaTtb CrOXHbIN Naponb.
HapgexHble naponu - 3170 Naponu, KOTopble coaepxaT He MeHee 8 3HaKOB W BKIOYaloT B
cebsi CTpOYHble U NPOMUCHbIE OYKBbI, UMGPbI U HECKONbKO CUMBOSIOB, TakMe Kak 3Hak
aonnapa, dyHTa, BocknuuaTtenbHbii 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NNYHbIE AAHHbIE HA canTax, KOTOPbIM HE JOBEpPSELLb.

OneKTpoHHas noyta

ONEeKTPOHHAdA no4Tta - 3TO0 TEXHONOrMsa U NpegocTaBnsemMble el yCrnyrn rno nepecbinke u
MOMYYEHUIO ANEKTPOHHbIX COOBLLIEHMI, KOTOPbIE pacnpedensoTCa B KOMMbIOTEPHOM CeTW.
OOGbIY4HO  9MEKTPOHHbIA  MOYTOBBIM  SAWMK  BbIMMSAWT  cniegylowmMm  obpasom:
UMSA_nonb3oBaTtensa@uMsa_aoMeHa. Takke KpoMe rnepefadm npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaaBsaTtb paunsbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOMN:

1. Hago BbiGpaTb NpaBurbHbIA MOYTOBLIN cepBUC. B MHTEpHETEe ecTb OrpOMHbIN BbIOGOP
BecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Nydlle [OBEpsATb TEM, KOO0 3Haellb W KTO
nepBbl B PENUTUHrE;

2. He ykasbiBal B NUYHOW Mo4YTE NUYHYO WHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_daHaT@" unu "pok2013" BmecTo "Temal3";

3. Nicnonb3yin aByxaTanHyo aBTopusaumto. To Koraa noMMMo Naporsi Hy>KHO BBOAMUTL KOf,
npucbinaemoii no SMS;

4. Bblbepn cnoxHbln naponb. [OnAs Kakooro MOYTOBOro SlWmMka AOMkKeH ObiTb CBOW
HaOeXHbIN, YCTOMYUBbLIV K B3rIOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHbLIA BOMPOC, WUCMOSb3yh 3Ty
BO3MOXHOCTb;

6. Wcnonb3ynm HECKONbKO MOYTOBLIX AWMKOB. [lepBbln ONA 4acTHOW Mepenucku c
agpecatamu, KOTOpbIM Tbl JoBepseLlb. OTO 3MEKTPOHHbLIN aApec He Haao MCMNonb30BaTb
npu perucTpauumn Ha popymax u camTax;

7. He oTkpbIBan hansibl 1 apyrue BroXeHUs B NUCbMax, Aaxe eCriv OHU MpuULLnnM oT TBOUX
Apysen. Jlyyle yTouHM y HUX, OTNpaBnanu nu oHn tebe atn cdannsl;

8. Nocne okoH4yaHWst paboTbl Ha NOYTOBOM CepBUCE Nepep 3akpblTUeM BKNagky ¢ canTom
He 3abyab HaxaTtb Ha "BbiTun".

KnbepbynnuHr nnm BupTyanbHoe n3geBaTenbCTBo

KnubepbynnuHr - npecnegoBaHne coobLeHnsamMmu, cogepxalimmm ockopbneHus, arpeccuto,
3anyrmBaHue; XynuraHcTBO; couuanbHoe O0MKOTUPOBaHME C MOMOLbLIO  PasfNYHbIX
NHTEPHET-CEePBUCOB.



OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnmHrom:

1. He 6pocaiicsa B 6on. Jlydwimn cnocob: nocoBeToBaTbCs kak cebs BeCTU 1, eCnn HeT TOro,
K KOMy MOXHO obpaTtuTbCs, TO BHayane ycrnokouTbCcA. Ecnn Tbl HayHewb oTBe4Yatb
OoCKopOneHnsamMmn Ha ockopbrieHns1, TO TONMbKO elle Gonblue pasoxKeLllb KOH(IWUKT;

2. Ynpasnan ceoen knbeppenyTtauunen;

3. AHOHUMHOCTb B ceTu MHumasd. CylecTBYOT CNOCOObl BbISCHUTb, KTO CTOUT 3a
@HOHMMHbIM aKKayHTOM;

4. He ctouT BECTU XynUraHckuin obpas BUPTyanbHOW XWU3HW. VIHTEpHeT dukcupyeT Bce
TBOW JENCTBUSA U COXPAHSET UX. YOanuTb ux byaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BMPTYanbHYH YeCTb CMOSIOAY;

6. WrHopupyn eamHnyHbii HeratmB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHUS nydlie
nrHopmposaTtb. OObIYHO arpeccusi NpeKkpaLwaeTca Ha HavanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLUEHUSIMU, B COLManbHbIX
CeTAX eCTb BO3MOXHOCTb BOKMPOBKM OTNPaBKX COOBLLEHWI C onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBOM [OENCTBUSA:  BbICTYNUTb MNPOTUB
npecrnegoBartens, nokasaTb emy, YTO ero 4eNCTBUS OLEeHUBaKTCS HeraTMBHO, NoaaepaTb
XepTBY, KOTOPOW HYXHa MCUXONOrnyeckas MOMOLb, COOOWUTL B3POCMbIM O QakTe
arpeccyBHOIO NOBEAEHUS B CETU.

MobunbHbIN TenedoH

CoBpemMeHHble cMapTdOHbl WM nnaHweTbl cogepxat B cebe BnomHe B3POCIbIN
YHKUMOHAN, N Tenepb OHU MOTYT KOHKYpUpOBaTb CO CTaLWOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3almThl ANs NogoBHbIX YCTPOWCTB NOKa OYeHb Mano. TeCcTUpoBaHue U
MOUCK YA3BMMOCTEN B HUX NMPOUCXOOUT He TakK WUHTeHcuBHO, Kak ans K, 1o e camoe
KacaeTcsi U MOBUIbHbLIX NPUNOXEHUN.

CoBpeMeHHble MOBUMbHbIE Bpay3epbl yXXe NPakTUYECKU AOrHanu HacTofbHblE aHarnorw,
OAHaKO pacwmpeHne dyHKUMOHana BrieyeT 3a cobor GOoNbLUYH CMOXHOCTb U MEHbLUYHO
3aWMLLEHHOCTb.

[aneko He BCe NPOM3BOAMTENWN BbIMNYCKAOT OOHOBIEHUS, 3aKpblBaloLIMEe KpUTUYECKUe
YSI3BUMOCTM NS CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTN MobunbHOro TenedoHa:

Hunuyero He saBnsieTcss no-Hactoswemy GecnnaTHbiM. byab ocTopoxeH, Beab korga tebe
npegnaratoT 6ecnnaTtHbl KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKMe-TO NaTHbIE YCNYIu;
Adyman, npexae 4em otnpaButb SMS, oTo unu Bnaeo. Tebl TOYHO 3Haellb, rae oHu byayT
B KOHEYHOM uTOre?

Heobxoanmo o6HOBNSATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yn aHTUBMPYCHbIE NporpamMMbl At MOBUIbHBLIX TeNedOHOB;

He 3arpyxxan npunoxeHus OT HEM3BECTHOIO WCTOYHUKA, BeAb OHW MOTyT COAEepXaTb
Bpe4OHOCHOE nNporpaMmmHoe obecneyeHue;

[Mocne Toro kak Tbl BblMAeWb C cauvTa, rae BBOAWN NUYHYKO MHGOpPMauuilo, 3anau B
HacTpourku Bpaysepa u yganu cookies;

lMeprnoguyeckn npoBepan, Kakme nnaTHble yCrnyrn akTMBMpoBaHbl HAa TBOEM HOMEpE;

[aBan cBon HOMep MOOWMbHOrO TenedoHa TOMbKO MNOAAM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepseLLb;



Bluetooth pomkeH ObITb BbIKMOYEH, KOrga Thl UM He nonb3yelwbes. He 3abbiBan nHoraa
NpoBepATb 3TO.

Online urpsbl

CoBpeMEHHblE  OHMaWH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalOLlMe pasBrevYeHus,
006beauHALWME COTHU ThICAY YenoBek no BcemMy mupy. Urpoku nccnedyrtoT OaHHbIA UM
Mup, obLialTcsa Opyr C OpYroM, BbIMOMHAKT 3a4aHusi, CpaXalTCcsad C MOHCTpamMu W
nony4aroT onbIT. 3a yOOBONbCTBME OHM MAATAT: NOKyMNalT AUCK, ONfavyMBaloT aboOHEMEHT
nnNn NpMobpeTarT Kakme-To onuuu.

Bce ot cpeactBa wmayT Ha nogdepxaHue W pasBUTUE UMPbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOpPM3aLMK, BbIMyCKAOTCA HOBblE MaTyu
(undbpoBble 3annaTky 4fs NporpaMm), 3aKpbiBalOTCH YA3BMMOCTU CEPBEPOB.

B nogobHbIx urpax cTouMT onacaTbCA HE CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXkm TBOEro
naponsi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopmsaunm 60nbLUINHCTBA Urp.

OcHOBHbIe coBeTbl N0 6e30nacHOCTM TBOEro MIPOBOroO akkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abNOKNpyn ero
B CMUCKE UIPOKOB;

2. MNoxanyncs agMMHUCTpaTopaM Urpbl Ha MOXoe NoBeAeHWe 3TOro Urpoka, KenaTenbHO
NPUMNOXNTb Kakne-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nNnMYHyo nHopmaumio B npodansie urpbl;

4. YBaxawn gpyrux y4acTHMUKOB MO Urpe;

5. He yctaHaBnvBan HeodmumanbHble NaTyn 1 Moabl;

6. Vicnonb3yn cnoXxHble 1 pasHble naponu;

7. Jaxe BO BpeMsi Urpbl He CTOUT OTKMYaTb aHTuBupyc. loka Tbl urpaelb, TBOW
KOMMNbIOTEP MOrYT 3apasunThb.

PULMHT UK Kpaxka NUYHBIX OaHHbIX

OOGbI4HOM Kpaxen AeHer N JOKYMEHTOB CEroAHS YXXe HUKOro He yaAuBWLLb, HO C pasBUTUEM
NHTEPHET-TEXHOSOMMIA 3MOYMBILUSIEHHUKN MEPEMECTUNINCL B WHTEPHET, U NpPOLOSKatoT
3aHMMaTbcs "nodumMbiM" Aenom.

Tak nosiBuNnacb HoBasi yrposa: WUHTEPHET-MOLUEHHMYECTBA WNU OULLMHI, MaBHasa Uenb
KOTOPOro COCTOUT B MOMyYEHUN KOHUAEHUMAMNbHbBIX AaHHbLIX NONb30BaTeNen - NornmHOB U
naponen. Ha aHrnuickom a3bike phishing untaetca kak duwuHr (ot fishing - pbibHas
nosns, password - napornb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBOMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHkeTa Gbina B3nomaHa,
TO Heobxoanmo 3abrnoknpoBaTb ee 1 coobLWUTL agMUHUCTpPaTopam pecypca 06 3TOM Kak
MOXHO CKOpeE€;

2. Wcnonb3yn 6e3onacHble Beb-canTbl, B TOM 4YUCAE, MHTEPHET-MarasmHoB M MOUCKOBbIX
cucTewm;

3. Ncnonb3yn crnoxHble U pasHble naponu. Takum obpasom, ecnu Tebs B3noMaroT, TO
3MIOYMbILLIEHHUKM nornlydaT OOCTYN TOMNbKO K OQHOMY TBOEMY Mpodumio B CETU, a He KO
BCEM;

4. Ecnu 1ebs B3nomanun, To HeobxooMMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
pobaeneHbl y Tebs B Apy3bsix, O TOM, YTO Tebs B3nomanun 1, BO3MOXHO, OT TBOEro MMEHU
ByaeT paccbinatbCs crnam U CCbIfKM Ha PULLIMHIOBBIE CanThl;



5. YcTtaHoBu HagexHbIn naposb (PIN) Ha MobunbHbIN TenedoH;

6. OTknouM coxpaHeHue napons B 6paysepe;

7. He oTKkpbIBan hansibl 1 gpyrue BAoXeHUs B NMCbMax, Aaxe eCcriv OHU MPULLAN OT TBOUX
Apysen. Jlyywe yTouHu y HUX, OTnpaBnanu nu oHn tebe atn cannsl.

Lindposas penytauus

LincppoBasa penytaums - 370 HeraTMBHas UnvM MO3UTUBHAs MHGOpmauus B cetn o Tebe.
KomnpomeTupytowas uHpopmaums, pasMelleHHass B WHTEepHeTe, MOXeT Cepbe3HbIM
obpa3om OTpasanTbCsa Ha TBOeW peanbHOW >xu3HW. "Lindpposasa penytaums" - 310 TBOW
UMUK, KOTOPbIN hopMmupyeTcs n3 MHpopmaumm o Tebe B MHTEPHETE.

TBOE MecCTO XuTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE NOSOXEHUE, OCOBEHHOCTN XapakTepa
N pacckasbl 0 6rM3KUX - BCe 3TO HaKanJIMBaeTCsl B CETU.

MHoOrve nOApPOCTKM JErKOMbICIIEHHO OTHOCATCA K Mybnukaumm nUMYHOW WHopmaumn B
NHTepHeTe, He NOHMMasa BO3MOXHbIX MOCNeACcTBUN. Thl AaXe He CMOXellb JoragaTbCHa O
TOM, 4YTO poTorpadus, pasmellleHHas 5 neT Hasag, ctana NpUYNHON oTKasa NpPUHATbL Tebs
Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux dpoTorpadun n gpyrme encTBus MOryT HE UCYE3HYTb
Aaxe nocre Toro, Kak Tbl UX yAanuvub. Tbl HE 3Haelb, KTO COXpaHUn 3Ty MHopMaLmio,
nonarna fnm oHa B MOMCKOBbIE CUCTEMbI U COXPaHWUNAach N OHa, a rMaBHOe: YTO NogyMaroT O
Tebe oKpyxatoLime noan, KoTopble HangyT n yBUAAT 3T0. Hantn nHdopmaumio MHOro net
CMycTa CMOXeT mntobon - Kak u3 Jobpbix NOOYXAEHWWA, Tak U1 C HAMEPEHNEM MPUYMHUTD
Bped. OTO MOXET ObITb KTO YrogHO.

OcCHOBHbIe cOBETbI MO 3aLnTe LMpoBON penyTaumm:

1. Mopyman, npexpe 4em 4YTO-TO NybnvkoBaTb W nepepgasBaTtb y cebs B 6Grore nnu B
couuanbHoOn ceTu;

2. B HacTponkax npouna yctaHOBM OrpaHMYeHuUs Ha NPOCMOTP TBOEro npoduns u ero
CoOepXXMMoro, caenan ero Tornbko "ansg apysen”;

3. He pa3meLllan n He ykasbiBa MHOPMaLUMIO, KOTopas MOXET KOro-nmbo ockopbnsaTb unm
obwmxartb.

ABTOpCKOE NpaBo

CoBpeMeHHble LLKOSbHWUKM - akTUBHbIE NoNib3oBaTenu umMdpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTSIMU LMGPOBOro Mupa
TpebyeT cobnogeHnsa npaB Ha MHTENNEeKTyanbHy0 COBCTBEHHOCTb.

TepMuH "MHTeNnekTyanbHas COOGCTBEHHOCTb" OTHOCUTCH K pPasfvMyHbiM  TBOPEHUSAM
YenoBeYecKoro ymMa, HauMHasi C HOBbIX W306peTeHMrn U 3HakoB, 0OO3Ha4aroLUX
COBCTBEHHOCTb Ha nNpoAyKTbl M YCNyru, W 3akaHumBas KHuramu, doTorpausamu,
KMHOUINIbMaMM U My3blKanbHbIMU NPON3BEAEHUSMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WMHTENMeKTyanbHYyl0 COBCTBEHHOCTb Ha MPOM3BEOEHUS
HayKu, nuTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYNAKT B Ka4yecTBe rapaHTum Toro,
YTO WHTEeNneKTyanbHbIN/TBOpYECKUA Tpya asTopa He OyadeT HanpacHbiM, OacT emy
crnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Ttpyda, MNonyyuTb
N3BECTHOCTb M Npu3HaHune. H1kTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTb €ro
npounssegeHue, pacrnpoCTpaHATb, ny6nmyHo OEeMOHCTpUpoBaTb, npogasartb,
MMNOPTUPOBAaTb, MyCcKaTb B NPOKaT, NyONMYHO UCMOMHATL, NOKa3blBaTb/UCMNOMNHATL B adupe
nnu pasmellatb B HTepHeTe.



Mcnonb3oBaHue "nupatckoro” nporpamMHOro obecrnedyeHusi MOXeT MNpUBECTU K MHOMMM
puckam: OT NOoTepu AaHHbIX K TBOMM akkayHTaM A0 GrOKMpOBKM TBOEro YCTPOMCTBA, rae
yCTaHOBMeHa HeneranbHasd nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble 1 BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HanTWN B CETH.

O noprane

CeTeBU4OK.pp - TBOW [MaBHbI COBETYMK B CeTW. 34eCb Tbl MOXelWb Yy3HaTb O
6e3onacHOCTV B CETU MOHATHLIM U JOCTYMNHbLIM S3bIKOM, @ MPU BO3HUKHOBEHUW KPUTUYECKON
cuTyauumn obpatuTbCs 3a COBETOM. A Takke NPUHATb ydyacTue B KOHKypcax U cTaTb CaMbiM
LUMdPOBLIM rpaxxgaHnHom!



